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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« M Series
« MX Series
« PTX Series

e T Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.
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If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
}

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;
}
1
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
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file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table Ton page xxxiii defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

0 Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xxxiv defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

[talic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
. Identifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

# (pound sign)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({})

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

XXXV
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Bold text like this Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.
« To cancel the configuration, click
Cancel.
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.

« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:
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« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http:/www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

« Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.

XXXVi
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PART 1

Overview

« Understanding the Junos OS Policy Framework on page 3
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CHAPTERI1

Understanding the Junos OS Policy
Framework

« Policy Framework Overview on page 3
« Comparison of Routing Policies and Firewall Filters on page 8
« Prefix Prioritization Overview on page 12

« Accounting of the Policer Overhead Attribute at the Interface Level on page 12

Policy Framework Overview

®

The Junos operating system (Junos OS) provides a policy framework, whichis a collection
of Junos OS policies that allows you to control flows of routing information and packets.

The Junos OS policy architecture is simple and straightforward. However, the actual
implementation of each policy adds layers of complexity to the policy as well as adding
power and flexibility to your router’s capabilities. Configuring a policy has a major impact
on the flow of routing information or packets within and through the router. For example,
you can configure a routing policy that does not allow routes associated with a particular
customer to be placed in the routing table. As a result of this routing policy, the customer
routes are not used to forward data packets to various destinations and the routes are
not advertised by the routing protocol to neighbors.

Before configuring a policy, determine what you want to accomplish with it and thoroughly
understand how to achieve your goal using the various match conditions and actions.
Also, make certain that you understand the default policies and actions for the policy
you are configuring.

« Routing Policy and Firewall Filters on page 4

« Reasons to Create a Routing Policy on page 4

« Router Flows Affected by Policies on page 4

« Control Points on page 7

« Policy Components on page 8
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Routing Policy and Firewall Filters

The policy framework is composed of the following policies:

« Routing policy—Allows you to control the routing information between the routing
protocols and the routing tables and between the routing tables and the forwarding
table. All routing protocols use the Junos OS routing tables to store the routes that
they learn and to determine which routes they should advertise in their protocol packets.
Routing policy allows you to control which routes the routing protocols store in and
retrieve from the routing table.

. Firewall filter policy—Allows you to control packets transiting the router to a network
destination and packets destined for and sent by the router.

0 NOTE: The term firewall filter policy is used here to emphasize that a firewall
filter is a policy and shares some fundamental similarities with a routing
policy. However, when referring to a firewall filter policy in the rest of this
manual, the term firewall filter is used.

Reasons to Create a Routing Policy

The following are typical circumstances under which you might want to preempt the
default routing policies in the routing policy framework by creating your own routing
policies:

« You do not want a protocol to import all routes into the routing table. If the routing
table does not learn about certain routes, they can never be used to forward packets
and they can never be redistributed into other routing protocols.

« You do not want a routing protocol to export all the active routes it learns.

« You want a routing protocol to announce active routes learned from another routing
protocol, which is sometimes called route redistribution.

« You want to manipulate route characteristics, such as the preference value, AS path,
or community. You can manipulate the route characteristics to control which route is
selected as the active route to reach a destination. In general, the active route is also
advertised to a router’s neighbors.

« You want to change the default BGP route flap-damping parameters.
« You want to perform per-packet load balancing.

« You want to enable class of service (CoS).

Router Flows Affected by Policies

The Junos OS policies affect the following router flows:

« Flow of routing information between the routing protocols and the routing tables and
between the routing tables and the forwarding table. The Routing Engine handles this
flow. Routing information is the information about routes learned by the routing protocols
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from arouter’s neighbors. This information is stored in routing tables and is subsequently
advertised by the routing protocols to the router’s neighbors. Routing policies allow
you to control the flow of this information.

. Flow of data packets in and out of the router’s physical interfaces. The Packet
Forwarding Engine handles this flow. Data packets are chunks of data that transit the
router as they are being forwarded from a source to a destination. When a router
receives a data packet on an interface, it determines where to forward the packet by
looking in the forwarding table for the best route to a destination. The router then
forwards the data packet toward its destination through the appropriate interface.
Firewall filters allow you to control the flow of these data packets.

. Flow of local packets from the router’s physical interfaces and to the Routing Engine.
The Routing Engine handles this flow. Local packets are chunks of data that are destined
for or sent by the router. Local packets usually contain routing protocol data, data for
IP services such as Telnet or SSH, and data for administrative protocols such as the
Internet Control Message Protocol (ICMP). When the Routing Engine receives a local
packet, it forwards the packet to the appropriate process or to the kernel, which are
both part of the Routing Engine, or to the Packet Forwarding Engine. Firewall filters
allow you to control the flow of these local packets.

0 NOTE: Inthe rest of this chapter, the term packets refers to both data and
local packets unless explicitly stated otherwise.

Figure 1 on page 5 illustrates the flows through the router. Although the flows are very
different from each other, they are also interdependent. Routing policies determine which
routes are placed in the forwarding table. The forwarding table, in turn, has an integral
role in determining the appropriate physical interface through which to forward a packet.

Figure 1: Flows of Routing Information and Packets
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You can configure routing policies to control which routes the routing protocols place in
the routing tables and to control which routes the routing protocols advertise from the
routing tables (see Figure 2 on page 6). The routing protocols advertise active routes
only from the routing tables. (An active route is a route that is chosen from all routes in
the routing table to reach a destination.)

You can also use routing policies to do the following:

« Change specific route characteristics, which allow you to control which route is selected
as the active route to reach a destination. In general, the active route is also advertised
to a router’s neighbors.

« Change to the default BGP route flap-damping values.
« Perform per-packet load balancing.

« Enable class of service (CoS).

Figure 2: Routing Policies to Control Routing Information Flow
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You can configure firewall filters to control the following aspects of packet flow (see
Figure 3 on page 7):

« Which data packets are accepted on and transmitted from the physical interfaces. To
control the flow of data packets, you apply firewall filters to the physical interfaces.

« Which local packets are transmitted from the physical interfaces and to the Routing
Engine. To control local packets, you apply firewall filters on the loopback interface,
which is the interface to the Routing Engine.

Firewall filters provide a means of protecting your router from excessive traffic transiting
the router to a network destination or destined for the Routing Engine. Firewall filters
that control local packets can also protect your router from external incidents such as
denial-of-service attacks.
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Control Points

Figure 3: Firewall Filters to Control Packet Flow
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All policies provide two points at which you can control routing information or packets
through the router (see Figure 4 on page 7). These control points allow you to control
the following:

« Routing information before and after it is placed in the routing table.
. Data packets before and after a forwarding table lookup.

. Local packets before and after they are received by the Routing Engine.
(Figure 4 on page 7 appears to depict only one control point but because of the
bidirectional flow of the local packets, two control points actually exist.)

Figure 4: Policy Control Points

Routing Routing
information information
Routing Routing Routing Routing Routing
protocols policy tables policy protocols

Control points

Control points

p'?\?/'.sj?:a:l Firewall filter Forwarding Firewall filter p?\?/l;itg;l
interfaces policy table policy interfaces
g
Packets Packets §;

Because there are two control points, you can configure policies that control the routing
information or data packets before and after their interaction with their respective tables,
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Policy Components

Related
Documentation

and policies that control local packets before and after their interaction with the Routing
Engine.Import routing policies control the routing information that is placed in the routing
tables, whereas export routing policies control the routing information that is advertised
from the routing tables. Input firewall filters control packets that are received on a router
interface, whereas output firewall filters control packets that are transmitted from a
router interface.

All policies are composed of the following components that you configure:

« Match conditions—Criteria against which a route or packets are compared. You can
configure one or more criteria. If all criteria match, one or more actions are applied.

. Actions—What happens if all criteria match. You can configure one or more actions.

« Terms—Named structures in which match conditions and actions are defined. You can
define one or more terms.

The policy framework software evaluates each incoming and outgoing route or packet
against the match conditions in a term. If the criteria in the match conditions are met,
the defined action is taken.

In general, the policy framework software compares the route or packet against the
match conditions in the first term in the policy, then goes on to the next term, and so on.
Therefore, the order in which you arrange terms in a policy is relevant.

The order of match conditions within a term is not relevant because a route or packet
must match all match conditions in a term for an action to be taken.

. Comparison of Routing Policies and Firewall Filters on page 8

« Routing Policies, Firewall Filters, and Traffic Policers Feature Guide

Comparison of Routing Policies and Firewall Filters

Although routing policies and firewall filters share an architecture, their purposes,
implementation, and configuration are different. Table 3 on page 8 describes their
purposes. Table 4 on page 9 compares the implementation details for routing policies
and firewall filters, highlighting the similarities and differences in their configuration.

Table 3: Purpose of Routing Policies and Firewall Filters

Policies Source Policy Purpose
Routing policies Routing information is generated by internal To control the size and content of the routing tables,
networking peers. which routes are advertised, and which routes are
considered the best to reach various destinations.
Firewall filters Packets are generated by internal and external To protect your router and network from excessive
devices through which hostile attacks can be incoming traffic or hostile attacks that can disrupt
perpetrated. network service, and to control which packets are

forwarded from which router interfaces.
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Table 4: Implementation Differences Between Routing Policies and

Firewall Filters

Policy
Architecture

Control points

Routing Policy Implementation

Control routing information that is placed in the
routing table with an import routing policy and
advertised from the routing table with an export
routing policy.

Firewall Filter Implementation

Control packets that are accepted on a router
interface with an input firewall filter and that are
forwarded from an interface with an output firewall
filter.

Configuration
tasks:

« Define policy

Define a policy that contains terms, match
conditions, and actions.

Apply one or more export or import policies to a
routing protocol. You can also apply a policy

Define a policy that contains terms, match
conditions, and actions.

Apply one input or output firewall filter to a physical
interface or physical interface group to filter data

« Apply policy
expression, which uses Boolean logical operators packets received by or forwarded to a physical
with multiple import or export policies. interface (on routing platforms with an Internet
Processor Il application-specific integrated circuit
You can also apply one or more export policies to [ASIC] only).
the forwarding table.
You can also apply one input or output firewall filter
to the routing platform’s loopback interface, which
is the interface to the Routing Engine (on all routing
platforms). This allows you to filter local packets
received by or forwarded from the Routing Engine.
Terms Configure as many terms as desired. Defineaname  Configure as many terms as desired. Define a name
for each term. for each term.
Terms are evaluated in the orderin whichyou specify ~ Terms are evaluated in the order in which you specify
them. them.
Evaluation of a policy ends after a packet matches Evaluation of a firewall filter ends after a packet
the criteriain atermand the defined or default policy matches the criteria in a term and the defined or
action of accept or reject is taken. The route is not default action is taken. The packet is not evaluated
evaluated against subsequent terms in the same against subsequent terms in the firewall filter.
policy or subsequent policies.
Matchconditions  Specify zero or more criteria that aroute must match.  Specify zero or more criteria that a packet must

You can specify criteria based on source, destination,
or properties of a route. You can also specify the
following match conditions, which require more
configuration:

« Autonomous system (AS) path expression—A
combination of AS numbers and regular
expression operators.

« Community—A group of destinations that share
a common property.

o Prefix list—A named list of prefixes.
» Route list—A list of destination prefixes.

» Subroutine—A routing policy that is called
repeatedly from other routing policies.

match. You must match various fields in the packet’s
header. The fields are grouped into the following
categories:

« Numeric values, such as port and protocol
numbers.

« Prefix values, such as IP source and destination
prefixes.

« Bit-field values—Whether particular bits in the
fields are set, such as IP options, Transmission
Control Protocol (TCP) flags, and IP
fragmentation fields. You can specify the fields
using Boolean logical operators.
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Table 4: Implementation Differences Between Routing Policies and
Firewall Filters (continued)

Policy
Architecture

Routing Policy Implementation

Firewall Filter Implementation

Actions Specify zero or one action to take if a route matches  Specify zero or one action to take if a packet
all criteria. You can specify the following actions: matches all criteria. (We recommend that you
always explicitly configure an action.) You can

« Accept—Accept the route into the routing table, specify the following actions:
and propagate it. After this action is taken, the
evaluation of subsequent terms and policiesends. « Accept—Accept a packet.

« Reject—Do not accept the route into the routing « Discard—Discard a packet silently, without sending
table, and do not propagate it. After this action is an ICMP message.
taken, the evaluation of subsequent terms and « Reject—Discard a packet, and send an ICMP
policies ends. destination unreachable message.

In addition to the preceding actions, you can also - Routinginstance—Specify a routing table to which

specify zero or more of the following types of actions: packets are forwarded.

« Next term—Evaluate the next term in the firewall

« Next term—Evaluate the next termin the routing filter.
policy.
« Next policy—Evaluate the next routing policy. In addition to zero or the preceding actions, you can
Acti that ioulate ch terist] iated also specify zero or more action modifiers. You can
‘ C ions thatmanipula gc aracteris |csass.oc?|a e specify the following action modifiers:
with a route as the routing protocol placesitin the
routing table or advertisesit fromtheroutingtable. |, count—Add packet to a count total.
+ Trace action, which logs route matches. « Forwarding class—Set the packet forwarding class
to a specified value from O through 3.

« |Psec security association—Used with the source
and destination address match conditions, specify
an IP Security (IPsec) security association (SA)
for the packet.

« Log—Store the header information of a packet on
the Routing Engine.

o Loss priority—Set the packet loss priority (PLP)
bit to a specified value, O or 1.

« Policer—Apply rate-limiting procedures to the
traffic.

« Sample—Sample the packet traffic.

« Syslog—Log an alert for the packet.
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Table 4: Implementation Differences Between Routing Policies and

Firewall Filters (continued)

Policy

Architecture Routing Policy Implementation

Default policies If an incoming or outgoing route arrives and a policy

and actions related to the route is not explicitly configured, the
action specified by the default policy for the
associated routing protocol is taken.

The following default actions exist for routing
policies:

« If a policy does not specify a match condition, all
routes evaluated against the policy match.

« If a match occurs but the policy does not specify
an accept, reject, next term, or next policy action,
one of the following occurs:

« The next term, if present, is evaluated.

- If no other terms are present, the next policy is
evaluated.

- If no other policies are present, the action
specified by the default policy is taken.

« If a match does not occur with a term in a policy
and subsequent terms in the same policy exist,
the next term is evaluated.

« If a match does not occur with any termsin a
policy and subsequent policies exist, the next
policy is evaluated.

. If a match does not occur by the end of a policy
and no other policies exist, the accept or reject
action specified by the default policy is taken.

Firewall Filter Implementation

If an incoming or outgoing packet arrives on an
interface and a firewall filter is not configured for the
interface, the default policy is taken (the packet is
accepted).

The following default actions exist for firewall filters:

« If a firewall filter does not specify a match
condition, all packets are considered to match.

« |If a match occurs but the firewall filter does not
specify an action, the packet is accepted.

« If a match occurs, the defined or default action is
taken and the evaluation ends. Subsequent terms
in the firewall filter are not evaluated, unless the
next term action is specified.

« Ifamatch does not occur with a term in a firewall
filter and subsequent terms in the same filter exist,
the next term is evaluated.

« |f a match does not occur by the end of a firewall
filter, the packet is discarded.

Related . Policy Framework Overview on page 3

Documentation

« Routing Policies, Firewall Filters, and Traffic Policers Feature Guide
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Prefix Prioritization Overview

Related
Documentation

Junos OS routes have a predetermined order for route installation. This is no longer
sufficient as it is sometimes required to prioritize certain routes or prefixes over others
for better convergence or to provide differentiated services. In a network with a large
number of routes, it is sometimes important to control the order in which routes get
updated due to a change in the network topology. For example, it would be useful to first
update OSPF routes that correspond to an IBGP neighbor, and only then update the rest
of the OSPF routes. At a system level, Junos OS implements reasonable defaults based
on heuristics to determine the order in which routes get updated. However, the default
behavior is not always optimal. Prefix prioritization allows the user to control the order
in which the routes get updated from LDP or OSPF to rpd, and from rpd to kernel. In Junos
OS Release 16.1 and later, you can control the order in which the routes get updated from
LDP or OSPF to rpd, and from rpd to kernel.

In Junos OS Release 16.1 and later, the Junos OS policy language is extended to let the
user set the relative priority high and low for prefixes via the existing protocol import
policy. Based on the tagged priority, the routes are placed in different priority queues.
Routes that are not explicitly assigned a priority are treated as medium priority. Within
the same priority level, routes will continue to be updated in lexicographic order. Prefix
prioritization would need each supporting protocol to prioritize its routes internally. Prefix
prioritization ensures that high priority IGP and LDP routes get updated to the FIB
(forwarding table) before medium and low priority routes.

0 NOTE: Thereis an upper limit on how many high priority prefixes are allowed
in the kernel. Not more than 10,000 high priority prefixes can coexist in the
kernel. If this threshold is crossed in the kernel, then any new high priority
prefix addition request will be considered as normal priority. This is a “best
effort” prioritization scheme and will not be handled if the kernel is highly
loaded.

« Example: Configuring the Priority for Route Prefixes in the RPD Infrastructure on page 293

. Configuring Priority for Route Prefixes in RPD Infrastructure on page 304

Accounting of the Policer Overhead Attribute at the Interface Level

A bandwidth profile (BWP) enforces limits on bandwidth utilization according to the
service level specification (SLS) that has been agreed upon by the subscriber and the
service provider as part of the service level agreement (SLA).There are two types of
bandwidth profiles:

« Ingress Bandwidth Profile

« Egress Bandwidth Profile
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Need for Policer Overhead adjustment

The Metro Ethernet Forum (MEF) Carrier Ethernet (CE) 2.0 set of standards has stringent
requirements for the bandwidth profile enforcement at the user network interface (UNI).
MEF CE 2.0 certification compliance allows only a 2 percent deviation from UNI commited
or peak rate across all frame sizes. This means that the policers should take into account
the frame size at the UNl interface, including frame checksum and excluding all additional
overheads that might be added inside the service provider network (such as S-VLANS).
Therefore, this translates into two customer requirements:

« Junos OS egress policers use frame length before output VLAN manipulation. If VLANs
are added on output, those extra bytes will not be counted. In order to address MEF
CE 2.0 requirements, adjust the length of the packet that is used for policing purposes
for Junos egress policers that use frame length before output VLAN manipulation.
Therefore, if VLANSs are added on output, the extra bytes will not be counted.

« In some network designs, bandwidth profile enforcement is implemented at the Layer
2 (L2) VPN Provider Edge Router and not at the Ethernet access device (EAD)
terminating the physical UNlinterface. The EAD typically adds an S-VLAN that identifies
the port in the access network. The S-VLAN that is added is considered internal to the
service provider network and typically should not be taken into account for bandwidth
profile enforcement purposes at the Provider Edge device in both ingress and egress
directions. This also translates into a requirement to allow adjusting the packet length
used for policing purposes on ingress and egress.

In order to address these requirements, policer-overhead adjustment is defined on a per
logical interface (IFL)/direction granularity, which is the range of -16 bytes to +16 bytes.
The policer-overhead adjustment is applied for all the policers that take into account
Layer1(L1) or L2 packet length that are exercised in the specified IFL/direction, including
corresponding logical interface family (IFF) feature policers, and is applied only to interface
or filter-based policers.

Policer Overhead Adjustment Applicability for Policers

The ingress or egress policer overhead adjustment configuration is applicable for the
following types of policers on ingress or egress IFL and IFF, respectively:

« L2 two-color and three-color policers.
« IFL-level policers (configured at the IFL or in a filter attached to IFL).

« Family-level policers that use L2 packet length, or policers in filters attached to L2 IFF
(family bridge, vpls, ccc).

O NOTE: The list is applicable for all types of policers, including regular
two-color policers, three-color policers, and hierarchical policers, provided
that the policer operates on an L1 or L2 packet length.

Ingress policer overhead adjustment configuration is applied to any policers
attached to ingress L2 routing instances.
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0 NOTE: NotethatanyIFF policer onthe L3 family (inetinet6), which considers
only L3 packet length, will not consider this adjustment. The policer overhead

adjustment value (+ve or -ve) is added to the actual L2 packet length to
obtain the number of bytes to charge the policer. Therefore, this is used only
as an intermediate value, and does not affect actual L2 packet length. This
feature is applied before VLAN normalization, and is independent of the
egress-shaping-overhead or ingress-shaping-overhead configuration under
class of service.

Related . policer-overhead-adjustment on page 1336

Documentation « Configuring the Accounting of Policer Overhead in Interface Statistics
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Configuring Routing Policies

« Understanding How Routing Policies Control Routing Information and Packet
Flows on page 17

« Evaluating Routing Policies Using Match Conditions, Actions, Terms, and
Expressions on page 41

« Evaluating Complex Cases Using Policy Chains and Subroutines on page 185
« Configuring Route Filters and Prefix Lists as Match Conditions on page 213

« Configuring AS Paths as Match Conditions on page 309

« Configuring Communities as Match Conditions on page 359

« Increasing Network Stability with BGP Route Flapping Actions on page 423

« Tracking Traffic Usage with Source Class Usage and Destination Class Usage
Actions on page 451

« Avoiding Traffic Routing Threats with Conditional Routing Policies on page 489

« Protecting Against DoS Attacks by Forwarding Traffic to the Discard
Interface on page 511

« Improving Commit Times with Dynamic Routing Policies on page 523

« Testing Before Applying Routing Policies on page 543
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CHAPTER 2

Understanding How Routing Policies
Control Routing Information and Packet
Flows

« Understanding Routing Policies on page 17

« Protocol Support for Import and Export Policies on page 20

. Example: Applying Routing Policies at Different Levels of the BGP Hierarchy on page 21
« Default Routing Policies on page 30

« Example: Configuring a Conditional Default Route Policy on page 32

Understanding Routing Policies

For some routing platform vendors, the flow of routes occurs between various protocols.
If, for example, you want to configure redistribution from RIP to OSPF, the RIP process
tells the OSPF process that it has routes that might be included for redistribution. In Junos
OS, there is not much direct interaction between the routing protocols. Instead, there are
central gathering points where all protocols install their routing information. These are
the main unicast routing tables inet.0 and inet6.0.

From these tables, the routing protocols calculate the best route to each destination and
place these routes in a forwarding table. These routes are then used to forward routing
protocol traffic toward a destination, and they can be advertised to neighbors.

« Importing and Exporting Routes on page 17

« Active and Inactive Routes on page 19

« Explicitly Configured Routes on page 19

« Dynamic Database on page 19

Importing and Exporting Routes

Two terms—import and export—explain how routes move between the routing protocols
and the routing table.

« When the Routing Engine places the routes of a routing protocol into the routing table,
it isimporting routes into the routing table.
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- When the Routing Engine uses active routes from the routing table to send a protocol
advertisement, it is exporting routes from the routing table.

0 NOTE: The process of moving routes between a routing protocol and the
routing table is described always from the point of view of the routing table.
That s, routes are imported into a routing table from a routing protocol and
they are exported from a routing table to a routing protocol. Remember
this distinction when working with routing policies.

As shown in Figure 5 on page 18, you use import routing policies to control which routes
are placed in the routing table, and export routing policies to control which routes are
advertised from the routing table to neighbors.

Figure 5: Importing and Exporting Routes
Neighbors Neighbors

Import Policy 1 Export Policy 1

Routing
Table

/- Import Policy 2 Export Policy 2 \

Neighbors Neighbors

Forwarding
Table
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In general, the routing protocols place all their routes in the routing table and advertise
a limited set of routes from the routing table. The general rules for handling the routing
information between the routing protocols and the routing table are known as the routing
policy framework.

The routing policy framework is composed of default rules for each routing protocol that
determine which routes the protocol places in the routing table and advertises from the
routing table. The default rules for each routing protocol are known as default routing
policies.

You can create routing policies to preempt the default policies, which are always present.
A routing policy allows you to modify the routing policy framework to suit your needs.
You can create and implement your own routing policies to do the following:

. Control which routes a routing protocol places in the routing table.

. Control which active routes a routing protocol advertises from the routing table. An
active route is a route that is chosen from all routes in the routing table to reach a
destination.

« Manipulate the route characteristics as a routing protocol places the route in the routing
table or advertises the route from the routing table.
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You can manipulate the route characteristics to control which route is selected as the
active route to reach a destination. The active route is placed in the forwarding table and
is used to forward traffic toward the route’s destination. In general, the active route is
also advertised to a router’s neighbors.

Active and Inactive Routes

When multiple routes for a destination exist in the routing table, the protocol selects an
active route and that route is placed in the appropriate routing table. For equal-cost
routes, the Junos OS places multiple next hops in the appropriate routing table.

When a protocol is exporting routes from the routing table, it exports active routes only.
This applies to actions specified by both default and user-defined export policies.

When evaluating routes for export, the Routing Engine uses only active routes from the
routing table. For example, if a routing table contains multiple routes to the same
destination and one route has a preferable metric, only that route is evaluated. In other
words, an export policy does not evaluate all routes; it evaluates only those routes that
a routing protocol is allowed to advertise to a neighbor.

0 NOTE: By default, BGP advertises active routes. However, you can configure
BGP to advertise inactive routes, which go to the same destination as other
routes but have less preferable metrics.

Explicitly Configured Routes

Dynamic Database

An explicitly configured route is a route that you have configured. Direct routes are not
explicitly configured. They are created as a result of IP addresses being configured on an
interface. Explicitly configured routes include aggregate, generated, local, and static
routes. (Anaggregate route is a route that distills groups of routes with common addresses
into oneroute. Agenerated route is a route used when the routing table has no information
about how to reach a particular destination. A local route is an IP address assigned to a
router interface. A static route is an unchanging route to a destination.)

The policy framework software treats direct and explicitly configured routes as if they
are learned through routing protocols; therefore, they can be imported into the routing
table. Routes cannot be exported from the routing table to the pseudoprotocol, because
this protocol is not a real routing protocol. However, aggregate, direct, generated, and
static routes can be exported from the routing table to routing protocols, whereas local
routes cannot.

In Junos OS Release 9.5 and later, you can configure routing policies and certain routing
policy objects in a dynamic database that is not subject to the same verification required
by the standard configuration database. As a result, you can quickly commit these routing
policies and policy objects, which can be referenced and applied in the standard
configuration as needed. BGP is the only protocol to which you can apply routing policies
that reference policies configured in the dynamic database. After a routing policy based
on the dynamic database is configured and committed in the standard configuration,
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you can guickly make changes to existing routing policies by modifying policy objects in
the dynamic database. Because Junos OS does not validate configuration changes to
the dynamic database, when you use this feature, you should test and verify all
configuration changes before committing them.

Related . Example: Configuring Dynamic Routing Policies on page 527

Documentation o 1 ole: Redistributing OSPE Routes into IS-1S

Protocol Support for Import and Export Policies

Table 5: Protocol Support for Import and Export Policies

Protocol Import Policy | Export Policy | Supported Levels

BGP Yes Yes Import: global, group,
peer
Export: global, group,
peer

DVMRP Yes Yes Global

IS-1S No Yes Export: global

LDP Yes Yes Global

MPLS No No -

OSPF Yes Yes Export: global

Import: external routes

only
PIM dense mode Yes Yes Global
PIM sparse mode Yes Yes Global
Pseudoprotocol—Explicitly Yes No Import: global
configured routes, which include the
following:
« Aggregate routes
« Generated routes
RIP and RIPng Yes Yes Import: global,
neighbor

Export: group
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Example: Applying Routing Policies at Different Levels of the BGP Hierarchy

Requirements

Overview

This example shows BGP configured in a simple network topology and explains how
routing polices take effect when they are applied at different levels of the BGP
configuration.

« Requirements on page 21
« Overview on page 21
« Configuration on page 22

« Verification on page 27

No special configuration beyond device initialization is required before configuring this
example.

For BGP, you can apply policies as follows:

. BGP global import and export statements—Include these statements at the [edit
protocols bgp] hierarchy level (for routing instances, include these statements at the
[edit routing-instances routing-instance-name protocols bgp] hierarchy level).

« Group import and export statements—Include these statements at the [edit protocols
bgp group group-name] hierarchy level (for routing instances, include these statements
at the [edit routing-instances routing-instance-name protocols bgp group group-name]
hierarchy level).

. Peerimport and export statements—Include these statements at the [edit protocols
bgp group group-name neighbor address] hierarchy level (for routing instances, include
these statements at the [edit routing-instances routing-instance-name protocols bgp
group group-name neighbor address] hierarchy level).

A peer-level import or export statement overrides a group import or export statement. A
group-level import or export statement overrides a global BGP import or export statement.

In this example, a policy named send-direct is applied at the global level, another policy
named send-192.168.0.1is applied at the group level, and a third policy named
send-192.168.20.1 is applied at the neighbor level.

user@host# show protocols
bgp {
local-address 172.16.1.1;
export send-direct;
group internal-peers {
type internal,
export send-192.168.0.1;
neighbor 172.16.2.2 {
export send-192.168.20.1;
}
neighbor 172.16.3.3;
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Configuration

CLI Quick
Configuration

Device R1

1
group other-group {
type internal;
neighbor 172.16.4.4;
1
1

A key point, and one that is often misunderstood and that can lead to problems, is that
in such a configuration, only the most explicit policy is applied. A neighbor-level policy is
more explicit than a group-level policy, which in turn is more explicit than a global policy.

The neighbor 172.16.2.2 is subjected only to the send-192.168.20.1 policy. The neighbor
172.16.3.3, lacking anything more specific, is subjected only to the send-192.168.0.1 policy.
Meanwhile, neighbor 172.16.4.4 in group other-group has no group or neighbor-level policy,

so it uses the send-direct policy.

If you need to have neighbor 172.16.2.2 perform the function of all three policies, you can
write and apply a new neighbor-level policy that encompasses the functions of the other

three, or you can apply all three existing policies, as a chain, to neighbor 172.16.2.2.

Figure 6 on page 22 shows the sample network.

Figure 6: Applying Routing Policies to BGP
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“CLI Quick Configuration” on page 22 shows the configuration for all of the devices in

Figure 6 on page 22.

The section “Step-by-Step Procedure” on page 24 describes the steps on Device R1.

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy

level.

set interfaces fe-1/2/0 unit O description to-R2
set interfaces fe-1/2/0 unit O family inet address 10.10.10.1/30
set interfaces loO unit O family inet address 172.16.1.1/32
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set protocols bgp local-address 172.16.1.1

set protocols bgp export send-direct

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers export send-static-192.168.0

set protocols bgp group internal-peers neighbor 172.16.2.2 export send-static-192.168.20

set protocols bgp group internal-peers neighbor 172.16.3.3

set protocols bgp group other-group type internal

set protocols bgp group other-group neighbor 172.16.4.4

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set policy-options policy-statement send-direct term 1 from protocol direct

set policy-options policy-statement send-direct term 1then accept

set policy-options policy-statement send-static-192.168.0 term 1 from protocol static

set policy-options policy-statement send-static-192.168.0 term 1 from route-filter
192.168.0.0/24 orlonger

set policy-options policy-statement send-static-192.168.0 term 1 then accept

set policy-options policy-statement send-static-192.168.20 term 1 from protocol static

set policy-options policy-statement send-static-192.168.20 term 1 from route-filter
192.168.20.0/24 orlonger

set policy-options policy-statement send-static-192.168.20 term 1 then accept

set routing-options static route 192.168.0.1/32 discard

set routing-options static route 192.168.20.1/32 discard

set routing-options router-id 172.16.1.1

set routing-options autonomous-system 17

Device R2 set interfaces fe-1/2/0 unit O description to-R1
set interfaces fe-1/2/0 unit O family inet address 10.10.10.2/30
set interfaces fe-1/2/1 unit O description to-R3
set interfaces fe-1/2/1 unit O family inet address 10.10.10.5/30
set interfaces loO unit O family inet address 172.16.2.2/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 172.16.2.2
set protocols bgp group internal-peers neighbor 172.16.3.3
set protocols bgp group internal-peers neighbor 172.16.1.1
set protocols bgp group internal-peers neighbor 172.16.4.4
set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.0
set protocols ospf area 0.0.0.0 interface fe-1/2/1.0
set routing-options router-id 172.16.2.2
set routing-options autonomous-system 17

Device R3 set interfaces fe-1/2/1 unit O description to-R2
set interfaces fe-1/2/1 unit O family inet address 10.10.10.6/30
set interfaces fe-1/2/2 unit O description to-R4
set interfaces fe-1/2/2 unit O family inet address 10.10.10.9/30
set interfaces loO unit O family inet address 172.16.3.3/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 172.16.3.3
set protocols bgp group internal-peers neighbor 172.16.2.2
set protocols bgp group internal-peers neighbor 172.16.1.1
set protocols bgp group internal-peers neighbor 172.16.4.4
set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/1.0
set protocols ospf area 0.0.0.0 interface fe-1/2/2.0
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Device R4

Step-by-Step
Procedure

set routing-options router-id 172.16.3.3
set routing-options autonomous-system 17

set interfaces fe-1/2/2 unit O description to-R3

set interfaces fe-1/2/2 unit O family inet address 10.10.10.10/30
set interfaces loO unit O family inet address 172.16.4.4/32

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers local-address 172.16.4.4
set protocols bgp group internal-peers neighbor 172.16.2.2

set protocols bgp group internal-peers neighbor 172.16.1.1

set protocols bgp group internal-peers neighbor 172.16.3.3

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/2.0

set routing-options router-id 172.16.4.4

set routing-options autonomous-system 17

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure an IS-IS default route policy:

1. Configure the device interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit O description to-R2
user@RI1# set fe-1/2/0 unit O family inet address 10.10.10.1/30

user@R1# set loO unit O family inet address 172.16.1.1/32

2. Enable OSPF, or another interior gateway protocols (IGP), on the interfaces.

[edit protocols OSPF area 0.0.0.0]
user@R1# set interface l00.0 passive
user@R1# set interface fe-1/2/0.0

3.  Configure static routes.

[edit routing-options]
user@R1# set static route 192.168.0.1/32 discard
user@R1# set static route 192.168.20.1/32 discard

4. Enable the routing policies.

[edit protocols policy-options]
user@R1# set policy-statement send-direct term 1 from protocol direct
user@R1# set policy-statement send-direct term 1then accept

user@R1# set policy-statement send-static-192.168.0 term 1 from protocol static

user@R1# set policy-statement send-static-192.168.0 term 1 from route-filter
192.168.0.0/24 orlonger

user@R1# set policy-statement send-static-192.168.0 term 1 then accept
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user@R1# set policy-statement send-static-192.168.20 term 1 from protocol static

user@R1# set policy-statement send-static-192.168.20 term 1 from route-filter
192.168.20.0/24 orlonger

user@R1# set policy-statement send-static-192.168.20 term 1 then accept

5. Configure BGP and apply the export policies.

[edit protocols bgp]

user@R1# set local-address 172.16.1.1

user@R1# set group internal-peers type internal

user@RI1# set group internal-peers export send-static-192.168.0

user@R1# set group internal-peers neighbor 172.16.2.2 export send-static-192.168.20
user@R1# set group internal-peers neighbor 172.16.3.3

user@R1# set group other-group type internal

user@R1# set group other-group neighbor 172.16.4.4

6.  Configure the router ID and autonomous system (AS) number.
[edit routing-options]
user@R1# set router-id 172.16.1.1
user@R1# set autonomous-system 17

7. If you are done configuring the device, commit the configuration.

[edit]
user@R1# commit

Results

From configuration mode, confirm your configuration by issuing the show interfaces, show
protocols, show policy-options, and show routing-options commands. If the output does
not display the intended configuration, repeat the instructions in this example to correct
the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit O {
description to-R2;
family inet {
address 10.10.10.1/30;
}
1
1
lo0 {
unit0 {
family inet {
address 172.16.1.1/32;
}
1
}

user@R1# show protocols
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bgp {
local-address 172.16.1.1;
export send-direct;
group internal-peers {
type internal;
export send-static-192.168.0;
neighbor 172.16.2.2 {
export send-static-192.168.20;
}
neighbor 172.16.3.3;
1
group other-group {
type internal;
neighbor 172.16.4.4;
1
}
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;
}
interface fe-1/2/0.0;
1
1

user@R1# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1
policy-statement send-static-192.168.0 {
term1{
from {
protocol static;
route-filter 192.168.0.0/24 orlonger;
}
then accept;
1
}
policy-statement send-static-192.168.20 {
term1{
from {
protocol static;
route-filter 192.168.20.0/24 orlonger;
}
then accept;
1
1

user@R1# show routing-options
static {
route 192.168.0.1/32 discard;
route 192.168.20.1/32 discard;

1
router-id 172.16.1.1;
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autonomous-system 17;

Verification
Confirm that the configuration is working properly.

. Verifying BGP Route Learning on page 27
« Verifying BGP Route Receiving on page 29

Verifying BGP Route Learning

Purpose Make sure that the BGP export policies are working as expected by checking the routing
tables.

Copyright © 2017, Juniper Networks, Inc. 27



Routing Policies, Firewall Filters, and Traffic Policers Feature Guide

Action

Meaning

user@R1> show route protocol direct

inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
172.16.1.1/32 *[Direct/0] 1d 22:19:47
> via 100.0

*[Direct/0] 1d 22:19:47

> via fe-1/2/0.0

10.10.10.0/30

user@R1> show route protocol static

inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

192.168.0.1/32 *[Static/5] 02:20:03
Discard

*[Static/5] 02:20:03
Discard

192.168.20.1/32

user@R2> show route protocol bgp

inet.0: 11 destinations, 11 routes (11 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

192.168.20.1/32

*[BGP/170] 02:02:40, localpref 100, from 172.16.1.1

AS path: 1, validation-state: unverified

> to 10.10.10.1 via fe-1/2/0.0

user@R3> show route protocol bgp

inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

192.168.0.1/32

*[BGP/170] 02:02:51, localpref 100, from 172.16.1.1

AS path: I, validation-state: unverified

> to 10.10.10.5 via fe-1/2/1.0

user@R4> show route protocol bgp

inet.0: 9 destinations, 11 routes (9 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

172.16.1.1/32

[BGP/170] 1d 20:38:54, localpref 100, from 172.16.1.1

AS path: 1, validation-state: unverified

> to 10.10.10.9 via fe-1/2/2.0
[BGP/170] 1d 20:38:54, localpref 100, from 172.16.1.1

10.10.10.0/30

AS path: 1, validation-state: unverified

> to 10.10.10.9 via fe-1/2/2.0

On Device R1, the show route protocol direct command displays two direct routes:
172.16.1.1/32 and 10.10.10.0/30. The show route protocol static command displays two

static routes: 192.168.0.1/32 and 192.168.20.1/32.

On Device R2, the show route protocol bgp command shows that the only route that
Device R2 has learned through BGP is the 192.168.20.1/32 route.
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Purpose

Action

Meaning

Related
Documentation

On Device R3, the show route protocol bgp command shows that the only route that
Device R3 has learned through BGP is the 192.168.0.1/32 route.

On Device R4, the show route protocol bgp command shows that the only routes that
Device R4 has learned through BGP are the 172.16.1.1/32 and 10.10.10.0/30 routes.

Verifying BGP Route Receiving

Make sure that the BGP export policies are working as expected by checking the BGP
routes received from Device R1.

user@R2> show route receive-protocol bgp 172.16.1.1
inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 192.168.20.1/32 172.16.1.1 100 1

user@R3> show route receive-protocol bgp 172.16.1.1
inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 192.168.0.1/32 172.16.1.1 100 1

user@R4> show route receive-protocol bgp 172.16.1.1

inet.0: 9 destinations, 11 routes (9 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
172.16.1.1/32 172.16.1.1 100 1
10.10.10.0/30 172.16.1.1 100 1

On Device R2, the route receive-protocol bgp 172.16.1.1 command shows that Device R2
received only one BGP route, 192.168.20.1/32, from Device R1.

On Device R3, the route receive-protocol bgp 172.16.1.1 command shows that Device R3
received only one BGP route, 192.168.0.1/32, from Device R1.

On Device R4, the route receive-protocol bgp 172.16.1.1 command shows that Device R4
received two BGP routes, 172.16.1.1/32 and 10.10.10.0/30, from Device R1.

In summary, when multiple policies are applied at different CLI hierarchies in BGP, only
the most specific application is evaluated, to the exclusion of other, less specific policy
applications. Although this point might seem to make sense, it is easily forgotten during
router configuration, when you mistakenly believe that a neighbor-level policy is combined
with a global or group-level policy, only to find that your policy behavior is not as
anticipated.

. Example: Configuring Policy Chains and Route Filters on page 186

. Example: Configuring a Policy Subroutine on page 203

Copyright © 2017, Juniper Networks, Inc.

29



Routing Policies, Firewall Filters, and Traffic Policers Feature Guide

. Example: Configuring Routing Policy Prefix Lists on page 282
. export on page 1185

. import on page 1197

Default Routing Policies

If an incoming or outgoing route or packet arrives and there is no explicitly configured
policy related to the route or to the interface upon which the packet arrives, the action
specified by the default policy is taken. A default policy is a rule or a set of rules that
determine whether the route is placed in or advertised from the routing table, or whether
the packet is accepted into or transmitted from the router interface.

You must be familiar with the default routing policies to know when you need to modify
them to suit your needs. Table 6 on page 30 summarizes the default routing policies for
each routing protocol that imports and exports routes. The actions in the default routing

policies are taken if you have not explicitly configured a routing policy. This table also
shows direct and explicitly configured routes, which for the purposes of this table are
considered a pseudoprotocol. Explicitly configured routes include aggregate, generated,

and static routes.

Table 6: Default Import and Export Policies for Protocols

Importing or

Exporting Protocol

Default Import Policy

Default Export Policy

BGP Accept all received BGP IPv4 Readvertise all active BGP routes
routes learned from configured to all BGP speakers, while
neighbors and import into the following protocol-specific rules
inet.0 routing table. Accept all that prohibit one IBGP speaker
received BGP IPv6 routes learned  from readvertising routes learned
from configured neighbors and from another IBGP speaker, unless
import into the inet6.0 routing it is functioning as a route
table. reflector.

DVMRP Accept all DVMRP routes and Accept and export active DVMRP
importinto theinet.1routing table.  routes.

IS-1S Acceptall IS-ISroutes andimport  Reject everything. (The protocol
into the inet.0 and inet6.0 routing  uses flooding to announce local
tables. (You cannot override or routes and any learned routes.)
change this default policy.)

LDP Accept all LDP routes and import  Reject everything.
into the inet.3 routing table.

MPLS Accept all MPLS routes and Accept and export active MPLS
importinto theinet.3routingtable.  routes.

OSPF Accept all OSPFroutesandimport  Reject everything. (The protocol

into the inet.O routing table. (You
cannot override or change this
default policy.)

uses flooding to announce local
routes and any learned routes.)
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Table 6: Default Import and Export Policies for Protocols (continued)

Importing or

Exporting Protocol

Default Import Policy

Default Export Policy

PIM dense mode

Accept all PIM dense mode routes
and import into the inet.1 routing
table.

Accept active PIM dense mode
routes.

PIM sparse mode

Accept all PIM sparse mode routes
and import into the inet.1 routing
table.

Accept and export active PIM
sparse mode routes.

Pseudoprotocol:

« Direct routes

« Explicitly configured
routes:

- Aggregate routes
- Generated routes
. Static routes

Accept all direct and explicitly
configured routes and import into
the inet.O routing table.

The pseudoprotocol cannot
export any routes from the routing
table because it is not a routing
protocol.

Routing protocols can export
these or any routes from the
routing table.

RIP AcceptallRIProutes learnedfrom  Reject everything. To export RIP
configured neighbors and import  routes, you must configure an
into the inet.O routing table. export policy for RIP.

RIPng Accept all RIPng routes learned Reject everything. To export RIPng
from configured neighbors and routes, you must configure an
import into the inet6.0 routing export policy for RIPng.
table.

Test policy Accept all routes. For additional information about test policy, see

“Example: Testing a Routing Policy with Complex Regular Expressions”
on page 544.

OSPF and IS-IS Import Policies

You cannot change the default import policy for IS-IS. For OSPF, import policies apply
to external routes only. An external route is a route that is outside the OSPF autonomous
system (AS). For internal routes (routes learned from OSPF), you cannot change the
default import policy for OSPF. As link-state protocols, IS-IS and OSPF exchange routes
between systems within an autonomous system (AS). All routers and systems within an
AS must share the same link-state database, which includes routes to reachable prefixes
and the metrics associated with the prefixes. If animport policy is configured and applied
to 1S-1S or OSPF, some routes might not be learned or advertised or the metrics for learned
routes might be altered, which would make a consistent link-state database impossible.

The default export policy for IS-I1S and OSPF protocols is to reject everything. These
protocols do not actually export their internally learned routes (the directly connected
routes on interfaces that are running the protocol). Both IS-IS and OSPF protocols use
a procedure called flooding to announce local routes and any routes learned by the
protocol. The flooding procedure is internal to the protocol, and is unaffected by the
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Automatic Export

Related
Documentation

policy framework. Exporting can be used only to announce information from other
protocols, and the default is not to do so.

For Layer 3 VPNs, the automatic export feature can be configured to overcome the
limitation of local prefix leaking and automatically export routes between local VPN
routing and forwarding (VRF) routing instances.

In Layer 3 VPNs, multiple CE routers can belong to a single VRF routing instance on a PE
router. A PE router can have multiple VRF routing instances. In some cases, shared services
might require routes to be written to multiple VRF routing tables, both at the local and
remote PE router. This requires the PE router to share route information among each
configured VRF routing instance. This exchange of route information is accomplished
with custom vrf-export and vrf-import policies that utilize BGP extended community
attributes to create hub-and-spoke topologies. This exchange of routing information,
such as route prefixes, is known as prefix leaking.

The automatic export feature leaks prefixes between VRF routing instances that are
locally configured on a given PE router. The automatic export feature is enabled by using
the auto-export statement.

Automatic export is always applied on the local PE router, because it takes care of only
local prefix leaking by evaluating the export policy of each VRF and determining which
route targets can be leaked locally. The standard VRF import and export policies still
affect only the remote PE prefix leaking.

If the vrf-export policy examined by the automatic export does not have an explicit then
accept action, the automatic export essentially ignores the policy and, therefore, does
not leak the route targets specified within it.

For more information, see Technology Overview: Understanding the Auto Export Feature.

« Protocol Support for Import and Export Policies on page 20

« Technology Overview: Understanding the Auto Export Feature.

Example: Configuring a Conditional Default Route Policy

This example shows how to configure a conditional default route on one routing device
and redistribute the default route into OSPF.

« Requirements on page 33

« Overview on page 33

« Configuration on page 33

- Verification on page 37

32
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Requirements

Overview

Configuration

CLI Quick
Configuration

No special configuration beyond device initialization is required before configuring this
example.

In this example, OSPF area O contains three routing devices. Device R3 has a BGP session
with an external peer, for example, an Internet Service Provider (ISP).

To propagate a static route into BGP, this example includes the discard statement when
defining the route. The ISP injects a default static route into BGP, which provides the
customer network with a default static route to reach external networks. The static route
has a discard next hop. This means that if a packet does not match a more specific route,
the packet is rejected and a reject route for this destination is installed in the routing
table, but Internet Control Message Protocol (ICMP) unreachable messages are not sent.
The discard next hop allows you to originate a summary route, which can be advertised
through dynamic routing protocols.

Device R3 exports the default route into OSPF. The route policy on Device R3is conditional
such that if the connection to the ISP goes down, the default route is no longer exported
into OSPF because it is no longer active in the routing table. This policy prevents packets
from being silently dropped without notification (also known as blackholing).

This example shows the configuration for all of the devices and the step-by-step
configuration on Device R3.

Figure 7 on page 33 shows the sample network.

Figure 7: OSPF with a Conditional Default Route to an ISP

AREA 0.0.0.0
fe-1/2/0
R2 10.01.2
fe-172/1 fe-1/72/1
10.0.0.1 10.0.1.1
ge-0/0/2 ge-0/0/2
R3 10.0.45.2 10.0.45.1
fe-1/2/0 fe-172/0
10.0.0.2 10.0.2.1
fe-1/2/1 o
R] 10.0.22 '\:;
%

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.
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Device R1

Device R2

Device R3

Device ISP

set interfaces fe-1/2/0 unit O description R1->R3

set interfaces fe-1/2/0 unit O family inet address 10.0.1.2/30
set interfaces fe-1/2/1 unit 2 description R1->R2

set interfaces fe-1/2/1 unit 2 family inet address 10.0.0.1/30
set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ospf area 0.0.0.0 interface fe-1/2/1.2

set interfaces fe-1/2/0 unit 1 description R2->R1

set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 4 description R2->R3

set interfaces fe-1/2/1 unit 4 family inet address 10.0.2.2/30
set protocols ospf area 0.0.0.0 interface fe-1/2/0.1

set protocols ospf area 0.0.0.0 interface fe-1/2/1.4

set interfaces fe-1/2/0 unit 3 description R3->R2

set interfaces fe-1/2/0 unit 3 family inet address 10.0.2.1/30

set interfaces fe-1/2/1 unit 5 description R3->R1

set interfaces fe-1/2/1 unit 5 family inet address 10.0.1.1/30

set interfaces ge-0/0/2 unit O description R3->ISP

set interfaces ge-0/0/2 unit O family inet address 10.0.45.2/30

set protocols bgp group ext type external

set protocols bgp group ext peer-as 64500

set protocols bgp group ext neighbor 10.0.45.1

set protocols ospf export gendefault

set protocols ospf area 0.0.0.0 interface fe-1/2/1.4

set protocols ospf area 0.0.0.0 interface fe-1/2/0.3

set policy-options policy-statement gendefault term upstreamroutes from protocol bgp

set policy-options policy-statement gendefault term upstreamroutes from as-path
upstream

set policy-options policy-statement gendefault term upstreamroutes from route-filter
0.0.0.0/0 upto /16

set policy-options policy-statement gendefault term upstreamroutes then next-hop
10.0.45.1

set policy-options policy-statement gendefault term upstreamroutes then accept

set policy-options policy-statement gendefault term end then reject

set policy-options as-path upstream "~64500 "

set routing-options autonomous-system 64501

set interfaces ge-0/0/2 unit O family inet address 10.0.45.1/30

set protocols bgp group ext type external

set protocols bgp group ext export advertise-default

set protocols bgp group ext peer-as 64501

set protocols bgp group ext neighbor 10.0.45.2

set policy-options policy-statement advertise-default term 1 from route-filter 0.0.0.0/0
exact

set policy-options policy-statement advertise-default term 1 then accept

set routing-options static route 0.0.0.0/0 discard

set routing-options autonomous-system 64500
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Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R3:

1. Configure the interfaces.

[edit interfaces]

user@R3# set fe-1/2/0 unit 3 description R3->R2

user@R3# set fe-1/2/0 unit 3 family inet address 10.0.2.1/30
user@R3# set fe-1/2/1 unit 5 description R3->R1

user@R3# set fe-1/2/1 unit 5 family inet address 10.0.1.1/30
user@R3# set ge-0/0/2 unit O description R3->ISP

user@R3# set ge-0/0/2 unit O family inet address 10.0.45.2/30

2. Configure the autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 64501

3.  Configure the BGP session with the ISP device.

[edit protocols bgp group ext]
user@R3# set type external
user@R3# set peer-as 64500
user@R3# set neighbor 10.0.45.1

4. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R3# set interface fe-1/2/1.4
user@R3# set interface fe-1/2/0.3

5.  Configure the routing policy.

[edit policy-options policy-statement gendefault]

user@R3# set term upstreamroutes from protocol bgp

user@R3# set term upstreamroutes from as-path upstream

user@R3# set term upstreamroutes from route-filter 0.0.0.0/0 upto /16
user@R3# set term upstreamroutes then next-hop 10.0.45.1

user@R3# set term upstreamroutes then accept

user@R3# set term end then reject

[edit policy-options]
user@R3# set as-path upstream "~ 64500 "
6. Apply the export policy to OSPF.

[edit protocols ospf]
user@R3# set export gendefault

Copyright © 2017, Juniper Networks, Inc. 35



Routing Policies, Firewall Filters, and Traffic Policers Feature Guide

7. If you are done configuring the device, commit the configuration.

[edit]
user@R3# commit

Results

Confirm your configuration by issuing the show command. If the output does not display
the intended configuration, repeat the instructions in this example to correct the

configuration.

user@R3# show
interfaces {
fe-1/2/0 {
unit3 {
description R3->R2;
family inet {
address 10.0.2.1/30;
1
}
1
fe-1/72/1{
unit5{
description R3->R1;
family inet {
address 10.0.1.1/30;
}
}
1
ge-1/2/0{
unit 0 {
description R3->ISP;
family inet {
address 10.0.45.2/30;
1
}
1
1
protocols {
bgp {
group ext {
type external,
peer-as 64500;
neighbor 10.0.45.7;
}
1
ospf {
export gendefault;
area 0.0.0.0{
interface fe-1/2/1.4;
interface fe-1/2/0.3;
}
1
1
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policy-options {
policy-statement gendefault {
term upstreamroutes {
from {
protocol bgp;
as-path upstream;
route-filter 0.0.0.0/0 upto /16;
1
then {
next-hop 10.0.45.7;
accept;
1
}
termend {
then reject;
}
1
as-path upstream ""64500 ";
1
routing-options {
autonomous-system 64507;

}

Verification

Confirm that the configuration is working properly.

« Verifying That the Route to the ISP Is Working on page 37
- Verifying That the Static Route Is Redistributed on page 37
« Testing the Policy Condition on page 38

Verifying That the Route to the ISP Is Working

Purpose Make sure connectivity is established between Device R3 and the ISP’s router.

Action user@R3> ping10.0.45.1
PING 10.0.45.1 (10.0.45.1): 56 data bytes
64 bytes from 10.0.45.1: icmp_seq=0 ttl=64 time=1.185 ms
64 bytes from 10.0.45.1: icmp_seq=1 ttl=64 time=1.199 ms
64 bytes from 10.0.45.1: icmp_seq=2 ttl=64 time=1.186 ms

Meaning The ping command confirms reachability.

Verifying That the Static Route Is Redistributed

Purpose Make sure that the BGP policy is redistributing the static route into Device R3’s routing
table. Also make sure that the OSPF policy is redistributing the static route into the routing
tables of Device R1and Device R2.
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Action

Meaning

Purpose

user@R3> show route protocol bgp

inet.0: 9 destinations, 10 routes (9 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.070 *[BGP/170] 00:00:25, localpref 100

AS path: 64500 I
> to 10.0.45.1 via ge-0/0/2.6

user@R1> show route protocol ospf

inet.0: 7 destinations, 7 routes (7 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[0OSPF/150] 00:03:58, metric 0, tag O
> to 10.0.1.1 via fe-1/2/0.0

10.0.2.0/30 *[OSPF/10] 03:37:45, metric 2

to 10.0.1.1 via fe-1/2/0.0
> to 10.0.0.2 via fe-1/2/1.2
172.16.233.5/32 *[OSPF/10] 03:38:41, metric 1
MultiRecv

user@R2> show route protocol ospf
inet.0: 7 destinations, 7 routes (7 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[O0SPF/150] 00:04:04, metric 0, tag O
> to 10.0.2.1 via fe-1/2/1.4

10.0.1.0/30 *[OSPF/10] 03:37:46, metric 2

to 10.0.0.1 via fe-1/2/0.1
> to 10.0.2.1 via fe-1/2/1.4
172.16.233.5/32 *[OSPF/10] 03:38:47, metric 1
MultiRecv

The routing tables contain the default 0.0.0.0/0 route. If Device R1and Device R2 receive
packets destined for networks not specified in their routing tables, those packets will be
sent to Device R3 for further processing. If Device R3 receives packets destined for
networks not specified in its routing table, those packets will be sent to the ISP for further
processing.

Testing the Policy Condition

Deactivate the interface to make sure that the route is removed from the routing tables
if the external network becomes unreachable.

38
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Action user@R3> deactivate interfaces ge-0/0/2 unit O family inet address 10.0.45.2/30
user@3> commit

user@R1> show route protocol ospf

inet.0: 6 destinations, 6 routes (6 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.0.2.0/30 *[OSPF/10] 03:41:48, metric 2
to 10.0.1.1 via fe-1/2/0.0
> to 10.0.0.2 via fe-1/2/1.2
172.16.233.5/32 *[0SPF/10] 03:42:44, metric 1
MultiRecv

user@R2> show route protocol ospf
inet.0: 6 destinations, 6 routes (6 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.0.1.0/30 *[OSPF/10] 03:42:10, metric 2
to 10.0.0.1 via fe-1/2/0.1
> to 10.0.2.1 via fe-1/2/1.4
172.16.233.5/32 *[OSPF/10] 03:43:11, metric 1
MultiRecv

Meaning Therouting tables on Device R1and Device R2 do not contain the default 0.0.0.0/0 route.
This verifies that the default route is no longer present in the OSPF domain. To reactivate
the ge-0/0/2.6 interface, issue the activate interfaces ge-0/0/2 unit O family inet address
10.0.45.2/30 configuration mode command.
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Evaluating Routing Policies Using Match
Conditions, Actions, Terms, and
EXpressions

« How a Routing Policy Is Evaluated on page 41

« Categories of Routing Policy Match Conditions on page 42
« Routing Policy Match Conditions on page 44

« Route Filter Match Conditions on page 53

« Actions in Routing Policy Terms on page 55

« Summary of Routing Policy Actions on page 66

« Example: Configuring a Routing Policy to Advertise the Best External Route to Internal
Peers on page 69

« Example: Configuring BGP to Advertise Inactive Routes on page 77

« Example: Using Routing Policy to Set a Preference Value for BGP Routes on page 84
« Example: Enabling BGP Route Advertisements on page 89

« Example: Rejecting Known Invalid Routes on page 96

« Example: Using Routing Policy in an ISP Network on page 98

« Understanding Policy Expressions on page 147

« Understanding Backup Selection Policy for OSPF Protocol on page 152

« Configuring Backup Selection Policy for the OSPF Protocol on page 154

« Example: Configuring Backup Selection Policy for the OSPF or OSPF3
Protocol on page 159

How a Routing Policy Is Evaluated

Figure 8 on page 42 shows how a single routing policy is evaluated. This routing policy
consists of multiple terms. Each term consists of match conditions and actions to apply
to matching routes. Each route is evaluated against the policy as follows:

1. Therouteis evaluated against the first term. If it matches, the specified actionis taken.
If the action is to accept or reject the route, that action is taken and the evaluation of
the route ends. If the next term action is specified, if no action is specified, or if the
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route does not match, the evaluation continues as described in Step 2. If the next
policy action is specified, any accept or reject action specified in this term is skipped,
all remaining terms in this policy are skipped, all other actions are taken, and the
evaluation continues as described in Step 3.

. The route is evaluated against the second term. If it matches, the specified action is

taken. If the action is to accept or reject the route, that action is taken and the
evaluation of the route ends. If the next term action is specified, if no action is specified,
or if the route does not match, the evaluation continues in a similar manner against
the last term. If the next policy action is specified, any accept or reject action specified
in this term is skipped, all remaining terms in this policy are skipped, all other actions
are taken, and the evaluation continues as described in Step 3.

. Iftheroute matches no termsin the routing policy or the next policy action is specified,

the accept or reject action specified by the default policy is taken. For more information
about the default routing policies, see “Default Routing Policies” on page 30.

Figure 8: Routing Policy Evaluation
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Categories of Routing Policy Match Conditions

A match condition defines the criteria that a route must match. You can define one or
more match conditions. If a route matches all match conditions, one or more actions are
applied to the route.

Match conditions fall into two categories: standard and extended. In general, the extended
match conditions are more complex than standard match conditions. The extended
match conditions provide many powerful capabilities. The standard match conditions
include criteria that are defined within a routing policy and are less complex than the
extended match conditions, also called named match conditions.

42
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Extended match conditions are defined separately from the routing policy and are given
names. You then reference the name of the match condition in the definition of the routing
policy itself.

Named match conditions allow you to do the following:

« Reuse match conditions in other routing policies.

- Read configurations that include complex match conditions more easily.

Named match conditions include communities, prefix lists, and AS path regular
expressions.

Table 7 on page 43 describes each match condition, including its category, when you
typically use it, and any relevant notes about it. For more information about match
conditions, see “Routing Policy Match Conditions” on page 44.

Table 7: Match Condition Concepts

Match Condition Category When to Use [\[o) (=15

AS path regular expression—A Extended (BGP only) Match aroute based onits AS path.  You use regular expressions
combination of AS numbers and (An AS path consists of the AS numbers ofall  to match the AS path.
regular expression operators. routers a packet must go through to reach a

destination.) You can specify an exact match
with a particular AS path or a less precise

match.
Community—A group of Extended Match a group of destinations that share a Actions can be performed
destinations that share a property. Use a routing policy to define a on the entire group.
property. (Community community that specifies a group of
informationisincluded as a path destinations you want to match and one or You can create multiple
attribute in BGP update more actions that you want taken on this communities associated
messages.) community. with a particular
destination.
You can create match
conditions using regular
expressions.
Prefix list—A named list of IP Extended Match a route based on prefix information. You  You can specify a common
addresses. can specify an exact match of a particularroute  action only for all prefixes
only. in the list.
Route list—A list of destination Extended Match a route based on prefix information. You  You can specify an action
prefixes. can specify an exact match of a particularroute  for each prefix in the route
or a less precise match. list or a common action for

all prefixes in the route list.
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Table 7: Match Condition Concepts (continued)

Match Condition Category When to Use Notes
Standard—A collection of Standard Match a route based on one of the following None.
criteria that can match a route. criteria: area ID, color, external route, family,

instance (routing), interface name, level
number, local preference, metric, neighbor
address, next-hop address, origin, preference,
protocol, routing table name, or tag.

You can specify a match condition for policies
based on protocols by naming a protocol from
which the route is learned or to which the route
is being advertised.

Subroutine—A routing policy Extended Use an effective routing policy in other routing  The subroutine action

that is called repeatedly from policies. You can create a subroutine that you influences but does not

another routing policy. can call over and over from other routing necessarily determine the
policies. final action. For more

information, see “How a
Routing Policy Subroutine
Is Evaluated” on page 201.

Each term can consist of two statements, from and to, that define match conditions:

« In the from statement, you define the criteria that an incoming route must match. You
can specify one or more match conditions. If you specify more than one, all conditions
must match the route for a match to occur.

- Inthe to statement, you define the criteria that an outgoing route must match. You can
specify one or more match conditions. If you specify more than one, all conditions must
match the route for a match to occur.

The order of match conditions in a term is not important, because a route must match
all match conditions in a term for an action to be taken.

Related . Routing Policy Match Conditions on page 44
Documentation

Routing Policy Match Conditions

Each term in a routing policy can include two statements, from and to, to define the
conditions that a route must match for the policy to apply:

from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list name;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;
}
to{
match-conditions;
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policy subroutine-policy-name;

}

In the from statement, you define the criteria that an incoming route must match. You
can specify one or more match conditions. If you specify more than one, they all must
match the route for a match to occur.

The from statement is optional. If you omit the from, all routes are considered to match.
All routes then take the configured actions of the policy term.

In the to statement, you define the criteria that an outgoing route must match. You can
specify one or more match conditions. If you specify more than one, they all must match
the route for a match to occur. You can specify most of the same match conditions in
the to statement that you can in the from statement. In most cases, specifying a match
condition in the to statement produces the same result as specifying the same match
condition in the from statement.

The to statement is optional. If you omit both the to and the from statements, all routes
are considered to match.

Table 8 on page 45 summarizes key routing policy match conditions.
Table 8: Summary of Key Routing Policy Match Conditions

Match Condition Description

aggregate-contributor Matches routes that are contributing to a configured aggregate. This match condition
can be used to suppress a contributor in an aggregate route.

area area-id Matches a route learned from the specified OSPF area during the exporting of OSPF
routes into other protocols.

as-path name Matches the name of the path regular expression of an autonomous systems (AS). BGP
routes whose AS path matches the regular expression are processed.

color preference Matches a color value. You can specify preference values that are finer-grained than
those specified in the preference match conditions. The color value can be a number
from O through 4,294,967,295 (232 —1). A lower number indicates a more preferred
route.

community Matches the name of one or more communities. If you list more than one name, only
one name needs to match for a match to occur. (The matching is effectively a logical
OR operation.)

external [type metric-type] Matches external OSPF routes, including routes exported from one level to another. In
this match condition, type is an optional keyword. The metric-type value can be either
1or 2. When you do not specify type, this condition matches all external routes.

interface interface-name Matches the name or IP address of one or more router interfaces. Use this condition
with protocols that are interface-specific. For example, do not use this condition with
internal BGP (IBGP).

Depending on where the policy is applied, this match condition matches routes learned
from or advertised through the specified interface.
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Table 8: Summary of Key Routing Policy Match Conditions (continued)

Match Condition Description

internal

Matches a routing policy against the internal flag for simplified next-hop self policies.

level level

Matches the IS-IS level. Routes that are from the specified level or are being advertised
to the specified level are processed.

local-preference value

Matches a BGP local preference attribute. The preference value can be from O through
4,294,967,295 (2% -1).

metric metric

metric2 metric

neighbor address

Matches a metric value. The metric value corresponds to the multiple exit discriminator
(MED), and metric2 corresponds to the IGP metric if the BGP next hop runs back through
another route.

Matches the address of one or more neighbors (peers).

For BGP export policies, the address can be for a directly connected or indirectly
connected peer. For all other protocols, the address is for the neighbor from which the
advertisement is received.

next-hop address

Matches the next-hop address or addresses specified in the routing information for a
particular route. For BGP routes, matches are performed against each protocol next
hop.

origin value

Matches the BGP origin attribute, which is the origin of the AS path information. The
value can be one of the following:

« egp—Path information originated from another AS.
« igp—Path information originated from within the local AS.
« incomplete—Path information was learned by some other means.

preference preference

preference2 preference

Matches the preference value. You can specify a primary preference value (preference)
and a secondary preference value (preference2). The preference value can be a number
from O through 4,294,967,295 (232 —1). A lower number indicates a more preferred
route.

NOTE: Do not set preference2 for BGP route-policy.

protocol protocol

Matches the name of the protocol from which the route was learned or to which the
route is being advertised. It can be one of the following: aggregate, bgp, direct, dvmrp,
isis, local, ospf, pim-dense, pim-sparse, rip, ripng, or static.

route-type value

Matches the type of route. The value can be either external or internal.

All conditions in the from and to statements must match for the action to be taken. The
match conditions defined in Table S on page 47 are effectively a logical AND operation.
Matching in prefix lists and route lists is handled differently. They are effectively a logical
OR operation. If you configure a policy that includes some combination of route filters,
prefix lists, and source address filters, they are evaluated according to a logical OR
operation or a longest-route match lookup.

46

Copyright © 2017, Juniper Networks, Inc.



Chapter 3: Evaluating Routing Policies Using Match Conditions, Actions, Terms, and Expressions

Table 9 on page 47 describes the match conditions available for matching an incoming
or outgoing route. The table indicates whether you can use the match condition in both
from and to statements and whether the match condition functions the same or differently
when used with both statements. If a match condition functions differently in a from
statement than in a to statement, or if the condition cannot be used in one type of
statement, there is a separate description for each type of statement. Otherwise, the
same description applies to both types of statements.

Table 9 on page 47 also indicates whether the match condition is standard or extended.
In general, the extended match conditions include criteria that are defined separately
from the routing policy (autonomous system [AS] path regular expressions, communities,
and prefix lists) and are more complex than standard match conditions. The extended
match conditions provide many powerful capabilities. The standard match conditions
include criteria that are defined within a routing policy and are less complex than the
extended match conditions.

Table 9: Complete List of Routing Policy Match Conditions

Match
Condition

Match Condition Category from Statement Description to Statement Description

aggregate-contributor  Standard Match routes that are contributing to a configured aggregate. This match condition
can be used to suppress a contributor in an aggregate route.

area area-id Standard (Open Shortest Path First [OSPF] only) Area identifier.

In a from statement used with an export policy, match a route learned from the specified
OSPF area when exporting OSPF routes into other protocols.

as-path name Extended (Border Gateway Protocol [BGP] only) Name of an AS path regular expression. For
more information, see “Understanding AS Path Regular Expressions for Use as Routing
Policy Match Conditions” on page 309.

as-path-group Extended (BGP only) Name of an AS path group regular expression. For more information, see
group-name “Understanding AS Path Regular Expressions for Use as Routing Policy Match
Conditions” on page 309.

color preference Standard Colorvalue. You can specify preference values (color and color2) that are finer-grained

color2 preference than those specified in the preference and preference2 match conditions. The color
value can be a number in the range from O through 4,294,967,295 (232 —1). Alower
number indicates a more preferred route.
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Table 9: Complete List of Routing Policy Match Conditions (continued)

Match Condition

Match
Condition
Category

from Statement Description to Statement Description

community-count
value (equal |
orhigher | orlower)

Standard

(BGP only) Number of community entries ~ You cannot specify this match condition.
required for a route to match. The count

value can be a number in the range of O

through 1,024. Specify one of the following

options:

« equal—The number of communities
must equal this value to be considered
a match.

« orhigher —The number of communities
must be greater than or equal to this
value to be considered a match.

« orlower—The number of communities
must be less than or equal to this value
to be considered a match.

NOTE: If you configure multiple
community-count statements, the
matching is effectively a logical AND
operation.

NOTE: The community-count attribute
only works with standard communities. It
does not work with extended communities.

community [ names

1

Extended

Name of one or more communities. If you list more than one name, only one name
needs to match for a match to occur (the matching is effectively a logical OR
operation). For more information, see “Understanding BGP Communities, Extended
Communities, and Large Commmunities as Routing Policy Match Conditions” on page 359.

external [ type
metric-type ]

Standard

(OSPF and IS-IS only) Match IGP external routes. For IS-IS routes, the external condition
also matches routes that are exported from one IS-IS level to another. The type
keyword is optional and is applicable only to OSPF external routes. When you do not
specify type, the external condition matches all IGP external (OSPF and IS-IS) routes.
When you specify type, the external condition matches only OSPF external routes with
the specified OSPF metric type. The metric type can either be 1 or 2.

To match BGP external routes, use the route-type match condition.
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